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Abstract

Patching microarchitectural side channels in real-world crypto-
graphic software is a challenging task that does not always result
in efficient and secure patches. Despite the continuous efforts of re-
searchers and developers, the security and performance of microar-
chitectural side-channel patches have not been comprehensively
studied before. To systematically study this patching effort, this
paper conducts the first measurement study on in-the-wild side-
channel patches, yielding the SideBench dataset comprising 165
patches from three mainstream cryptographic libraries (OpenSSL,
WolfSSL, and MbedTLS), and offering an automated analysis tool,
SideEval, tailored to analyze side-channel patches through a combi-
nation of dynamic taint analysis and static symbolic execution. Our
analysis reveals that even among patches written by experienced
developers, 25 are insecure, leaving residual side-channel leakages
potentially unnoticed by developers for years. Furthermore, some
patches rashly issued to fix one microarchitectural side channel
may inadvertently open new leakages against other side-channel
models. We also observed that patches in different cryptographic
libraries, even when fixing the same code pattern, can incur drasti-
cally different overheads, varying from 10% to 170%. Additionally,
our measurements show that recent rule-based and large language
model (LLM)-based automated patching tools are not as secure
as expected. We summarize our findings and provide insights for
developers to fix side channels securely and efficiently.

CCS Concepts

• Security and privacy → Side-channel analysis and counter-
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1 Introduction

A large number of side channels have been discovered and exploited
to defeat modern cryptographic schemes [11, 12, 15, 18, 19, 30].
Among these side-channel attacks, microarchitectural side channels
are particularly hazardous and pervasive [38], where the adversary
exploits the hardware features, e.g., CPU caches and Simultaneous
Multithreading (SMT), to violate the system’s security guarantee
and steal secrets from cryptographic software [5, 6, 8, 21, 22, 35,
57, 67]. Disabling those hardware features to mitigate the risk of
side channels is plainly impractical and can result in significant
performance degradation. As a result, effective software patching
of side-channel vulnerabilities has been an enduring objective.

Developers of cryptographic libraries have been patching their
products promptly to prevent microarchitectural side-channel at-
tacks. For instance, the OpenSSL project has been issuing patches
to fix side-channel vulnerabilities since 2005.1 Typically, a side-
channel patch is created to prevent adversaries from exploiting a
specific side-channel leakage (e.g., a secret-dependent branch). It
modifies the program source code into a more secure version, e.g.,
converting a secret-dependent branch into a constant-time branch,
or converting a secret-dependent table lookup into a constant-time
version. Over the past two decades, many patches have been issued
and deployed in three production cryptographic libraries (OpenSSL,
WolfSSL, and MbedTLS). All these patches were created by ex-
perienced cryptographic software developers and went through
rigorous code review and testing before being deployed.

Despite the efforts, the community lacks a systematic and in-
depth measurement of those in-the-wild patches’ quality, i.e., the
degree to which a patch is secure and efficient. From the security
perspective, a patch is secure if it can prevent adversaries from

1To the best of our knowledge, the first patch is commit-0ebfcc8.
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exploiting microarchitectural side-channel leakages. However, side-
channel exploitations are often subtle to mitigate, where a patch
may not comprehensively cover all leakage sites (e.g., all secret-
dependent memory accesses in a vulnerable code snippet), and,
unsurprisingly, an ill-implemented patch may introduce new side-
channel leakages (see Sec. 3). We believe this situation will only get
worse as the community increasingly discovers microarchitectural
side channels under different scenarios [6, 16, 21, 22, 35, 67]. With-
out a thorough understanding of various microarchitectural side
channels, developers will likely write patches that only mitigate par-
tial leakages or even introduce new ones via different side channels.
Performance is another critical aspect, given that cryptographic
software is often used in performance-critical scenarios, e.g., secure
data transmission. Nevertheless, we find multiple ways to write a
legitimate patch toward one vulnerability, where overhead incurred
by these patches varies largely, e.g., from 10% to 170%.

This paper fills this gap by conducting the first systematic mea-
surement study on microarchitectural side-channel patches. Infor-
mally, we consider microarchitectural side channels as those that
leak information through a program’s memory access patterns,
given the low attack requirement and large channel capacity for
monitoring memory access patterns [38]. By cautiously searching
from the GitHub repositories and version update logs, we form the
first dataset, SideBench, which includes 165 side-channel patches
issued in the past two decades from threemainstream cryptographic
libraries, OpenSSL, WolfSSL, and MbedTLS. To our best knowledge,
this dataset is the most comprehensive one to date, covering all

side-channel patches issued in production cryptographic libraries.
Manually assessing these patches is hardly feasible due to the

large number of patches and, more importantly, the high complexity
of microarchitectural side channels. Thus, we developed SideEval,
an automated tool tailored to assess side-channel patches on secu-
rity and cost. SideEval conducts a series of dynamic taint analysis,
static taint analysis, and symbolic execution to rigorously reason a
given patch using secret information flow and two microarchitec-
tural side-channel models (cache and ciphertext [17, 35]). SideEval
also employs symbolic execution and a practical cost model to esti-
mate the overhead incurred by a patch. To address the scalability
issue in analyzing in-the-wild cryptographic software (which is
often highly complex), SideEval uses three heuristics to trim call
graphs in the context of a patch before applying rigorous albeit
expensive symbolic execution and constraint solving.

Our study shows insightful findings.While all SideBench patches
are written by experienced developers, we found that (1) 25 side-
channel patches (10 in OpenSSL, 11 in WolfSSL, and 4 in MbedTLS)
are insecure, leading to residual side channels neglected for years,
and our study pushes for two new fixes by the time of writing;
(2) 13 patches (7 in OpenSSL, 3 in WolfSSL, and 3 in MbedTLS)
appear to fix the cache side channels, yet opening new side-channel
leakages against ciphertext side channels; and (3) patches in differ-
ent libraries, even issued to fix the same code pattern, can incur
drastically different overhead (varying from 10% to 170%). We also
leverage SideEval to measure three recent rule-based and large
language model (LLM)-based automated patching tools [13, 59] and
find that they are not as secure as stated (see Sec. 7.4). In sum, we
make the following contributions:

• In line with the recent arms race between microarchitectural
side-channel attacks and mitigation, we initiate a new focus to
systematically measure side-channel patches from in-the-wild
cryptographic software. We create the first dataset, SideBench,
which includes all (165 in total) side-channel patches issued
towards three mainstream cryptographic libraries.

• To deliver a systematic and efficient analysis, we introduce an
automated tool, SideEval. SideEval offers a comprehensive se-
curity and performance measurement, and it also features a set
of optimizations to improve analysis scalability. SideEval can
be integrated into the standard CI/CD pipeline of cryptographic
libraries to assist developers in daily development tasks.

• Our study indicates that those real-world patches may still con-
tain severe security and performance issues, and recent auto-
mated patching tools are not as secure as expected. We hope our
findings can raise awareness among developers and researchers
to improve the quality of side-channel patches.

Artifact & ExtendedVersion. The code, data, and an extended ver-
sion of this paper (which contains additional results and the details
of scalability optimization) are provided at https://github.com/Sen-
Deng/SideEval [1].

2 Preliminary

2.1 Microarchitectural Side-Channel Attacks

Side-channel attacks fall into two main categories: microarchitec-
tural side-channel attacks and physical side-channel attacks. Mi-
croarchitectural attacks enable adversaries to infer secret infor-
mation by exploiting hardware characteristics, typically without
requiring physical access to the target system. In contrast, physical
attacks necessitate the attacker’s proximity to measure physical
emanations during execution, such as power consumption [18], elec-
tromagnetic radiation [19], or acoustic emissions [15]. Numerous
microarchitectural side-channel attacks targeting cryptographic
software have been discovered [6, 21, 22, 35, 67].

Focusing on the microarchitectural category, our preliminary
investigation into three mainstream, widely-used cryptographic
libraries (OpenSSL, WolfSSL, and MbedTLS)2 reveals that devel-
opers frequently patch vulnerabilities related to memory access
(specifically, cache and ciphertext side channels). However, vulner-
abilities associated with other microarchitectural attack vectors,
such as Spectre [29], often remain unpatched due to maintenance
burdens [44]. Below, we briefly introduce cache side channels and
ciphertext side channels with concrete attack examples; patches of
these two will be our primary targets for this measurement study.
We defer discussion of other side channels to Sec. 8.
Cache Side Channels. The shared cache units in the processor
cause cache side channels. In short, cache side channels have been
demonstrated as practical under different scenarios and adver-
sarial models, such as access-based attacks [63], trace-based at-
tacks [20], and eviction-based attacks [64]. These attacks can be
mounted on a wide range of software like cryptographic libraries
and web servers [35, 68]. We illustrate a cache side-channel attack
in Fig. 1(a): a secret-dependent memory access results in a con-
sequent cache line access that depends on the secret. Thus, the

2These cryptographic libraries have nearly daily commits, dedicated maintenance
teams, and frequent (typically every 2–3 months) releases.
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attacker can infer the secret by observing the accessed cache access
of the victim process using standard cache side-channel attacks like
Flush+Reload [63] and Prime+Probe [45].

Nearly all studied cache side-channel vulnerabilities [14, 17, 52,
64, 65] and their patches in in-the-wild cryptographic libraries
are derived from cache line/bank-based threats. Thus, SideEval
considers both cache line and cache bank side-channel models, i.e.,
we assume that attackers can effectively observe the accessed cache
line and/or cache bank of the victim process. This way, attackers
can infer the secret information by analyzing the cache line/bank
access pattern. We detail the side channel modeling in Sec. 5. We
discuss other side channel modeling in Sec. 8.

observation

cache lines

a = buf [key]

prime+probe

(a) a sample cache side-channel attack.

observation1

memory blocks

a = key1
…
a = key2
... 

observation2

collision attacks

(b) a sample ciphertext side-channel attack.

Figure 1: A schematic view of microarchitectural side-

channel attacks. An attacker can infer the secret key by mon-

itoring the cache lines (a) or the memory blocks (b).

Ciphertext Side Channels. Trusted Execution Environments
(TEEs) are hardware extensions available in modern processors
that can provide users’ programs with integrity and confidentiality
protection. The ciphertext side-channel attack is an attackwhere the
attacker breaks the confidentiality of deterministic encryption-based
TEEs by exploiting the information leakage caused by ciphertext
changes in the encrypted memory. Ciphertext side channels were
initially discovered on AMD SEV [35, 36], where hypervisors have
read access to the encrypted memory’s ciphertext, and can be ex-
tended to other deterministic encryption-based TEEs, such as Intel
TDX [26], Intel SGX on Ice Lake SP [26, 28], and ARM CCA [9]
by memory bus snooping [32]. Hardware vendors, such as AMD,
have suggested addressing ciphertext side-channel vulnerabilities
via software patching rather than resolving them directly in the
hardware, due to the rather high overhead [7].

Ciphertext side-channel attacks can be classified into dictionary

attacks and collision attacks [35]. Dictionary attacks are attacks
where the adversary collects sufficient ciphertext-plaintext pairs at
a fixed physical address and builds a dictionary, which is later used

to infer the plaintext when the corresponding ciphertext is observed.
Collision attacks are attacks wherememorywrite behaviors directly
leak secret-related information. Fig. 1(b) presents a schematic view
of launching the collision attack, where key1 and key2, denoting
the first and the second bits of the private key, are consecutively
written to variable a. By observing if the ciphertext is changed or
not after the second memory write operation, the attacker can infer
the relations (equality/inequality) of key bits, thus largely reducing
the search space of the secret key.

In line with patches issued in in-the-wild cryptosystems that
mitigate collision attacks, SideEval models collision attacks, indi-
cating a more general and severe variant of ciphertext side-channel
threats. We detail the side channel modeling in Sec. 5.

2.2 Side-Channel Patch Paradigms

This section reviews side-channel patch paradigms. To our obser-
vations, patches implemented in de facto cryptographic libraries
are all instantiated from the paradigms reviewed in this paper.
Constant-Time. This paradigm is widely adopted to patch side-
channel vulnerabilities. The idea is to convert secret-dependent
branches into constant-time branches. For instance, Fig. 2 shows
the procedure of a constant-time swap. Depending on the value
of a secret decision bit k, the values p and q are swapped (k =
1), or left as-is (k = 0). Such constant-time conversion prevents
attackers from inferring the secret by observing time variability
and inconsistencies that result from execution of different secret
keys, thereby mitigating the side channels.
Masking. The paradigm masks secret-dependent values using ran-
dom values. For instance, a secret variable k can be masked with a
random value r through a xor operation, as shown in Fig. 2 (denoted
as ˆ). Instead of eliminating the secret-dependent execution (as the
constant-time paradigm does), this paradigm makes the recovered
secret value meaningless to the attacker.
Blinding. This paradigm is also pervasively used. The idea is to
blind secret-dependent values with random values. For instance,
the message m to encrypt can be blinded with a random value r to
get the blinded message m’, as shown in Fig. 2. This paradigm is
similar to masking. Masking hides the data (i.e.,key) itself, while
blinding randomizes the value processed by the secret operation.
Therefore, it is more effective in resisting side-channel attacks
on asymmetric cryptosystems like RSA [41], which often involve
modular exponentiation or similar mathematical structures with a
secret exponent/scalar.
Other Paradigms.There are other paradigms to patch side-channel
vulnerabilities. For instance, AMD has recommended some miti-
gation paradigms against ciphertext side channels, including data
moving, data padding, and data in register [7]. Examples of these
code patterns will be analyzed in Sec. 7.

3 Motivation

Security. The security of a side-channel patch is the degree to
which it can prevent adversaries from exploiting side-channel leak-
ages. Ideally, a patch should comprehensively cover all leakage sites
of a vulnerable code (e.g., the Montgomery ladder computation of
RSA) without introducing new side-channel leakages. Neverthe-
less, our preliminary study revealed that writing a comprehensive
patch is challenging, even for experienced developers. Therefore, a
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cons_swap (p, q, k) : // constant-time paradigm: 
     t = k & (p ^ q);   // bit k = 0 or 1
     p ^= t, q ^= t;  

masking (k):  // masking paradigm:
     r = random(); // generate random value r
     a = k ^ r;  

blinding (k): // blinding paradigm:
     r = random(); 
     m’ = m * r^k;// m is the message to encrypt

                                     

Figure 2: Three primary side-channel patch paradigms.

patch may cover only partial leakage sites, and an ill-implemented
patch may require repeated patches to fix the residual issues. For
example, in WolfSSL’s scalar multiplication function ecc_mulmod,
we identified five repeated commits for side-channel vulnerabilities
since 2015, whose details are shown in Table 1.

Table 1: Repeated patches against side channels in WolfSSL.

✕ denotes that the patch has cache/ciphertext side channels.

Commit

Cache Side Channels Ciphertext

TimeControl Memory Side

Transfer Access Channels

Original Ver. ✕

9d4fb79 ✕ 2015-01-08
46a0ee8 ✕ 2016-09-14
f0db2c1 ✕ 2020-10-16
0b2b218 ✕ 2021-12-16
0bcd38f 2022-06-06

The original version of function ecc_mulmod exhibits secret-
dependent control transfers. Developers pushed a commit (9d4fb79)
to eliminate the control transfers, but inadvertently created secret-
dependent memory access. One year later, another update was
committed to the same function, but the implementation remained
incomplete.3 It was not until 2020 that the cache side channel was
finally eradicated. Regrettably, this also brought the ciphertext side
channels (which did not exist in the unpatched code). The develop-
ers attempted to patch the vulnerability in 2021,4 but it was not until
2022 that the ciphertext side channel was completely resolved. Over-
all, developers take seven years to ultimately fix this side-channel
weakness. This shows that the side-channel vulnerability is usually
concealed; developers need to consider a variety of patterns and
different side-channel types to identify such vulnerabilities. Hence,
developers face significant challenges in manually assessing the
security of a patch. This observation motivates us to measure real-
world patches in production cryptographic libraries and to evaluate
their security comprehensively. We also develop an automated tool
(SideEval) that can be integrated into the developers’ workflow to
assist in patching side channels regularly.

3Commit 46a0ee8 still contains secret-dependent memory access, leaving it vulnerable
to cache side-channel attacks.
4Commit 0b2b218 incorrectly uses a “data moving” paradigm, which allows ciphertext
patterns to remain observable.

Performance. Our preliminary study also found that performance
is highly concerned by cryptographic software developers. We ob-
served that in-the-wild cryptographic libraries are often performance-
optimized from algorithmic and implementation perspectives. Pro-
duction libraries like OpenSSL have been patched frequently to
achieve better runtime efficiency.5

However, there are often multiple ways to patch a given side-
channel vulnerability (we reviewed common paradigms in Sec. 2.2).
We even found that developers may use different patch paradigms
for different leakage sites within one patch commit. For example, in
commit 0bcd38f of WolfSSL, developers simultaneously fixed two
ciphertext side-channel vulnerabilities in functions _fp_exptmod_-
base_2 and ecc_mulmod. In line 6 of Fig. 3, developers use data
masking to obfuscate the attacker’s observations while moving
secret data to different memory blocks in line 15. This observa-
tion leads to an important yet overlooked question: To what extent
would side-channel patches impact efficiency while ensuring se-
curity, and if so, which patching implementations perform better
in a given scenario? This question motivates us to measure the
performance of side-channel patches.

static _fp_exptmod_base_2(fp_int * X, int digits, ...){
    ...
    y = (int)(buf >> (DIGIT_BIT - 1)) & 1;
    buf   <<= (fp_digit)1;  
    // Ensure value changes using WINMASK
    bitbuf += (WINMASK + 1) + (y << (WINSIZE - ++bitcpy));
    ...
    err = fp_mul_2d(res, bitbuf & WINMASK, res);
    ...
 }

static int ecc_mulmod(const mp_int* k, ecc_point* P, ...)_
    ...  
    // Move secret data R[0] and R[1] into different location
    ecc_cond_swap_into_ct(R[(2-set)+0], R[(2-set)+1)],      
                  R[set+0],  R[set+1], modulus->used, swap);
    set = 2 - set;  
    err = ecc_projective_dbl_point_safe(R[set + 0], R[set + 0], a, 
                                             modulus, mp);
       ...  
 }
                                              

1. 
2. 
3. 
4.
5. 
6.
7. 
8. 
9. 
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Figure 3: Patch in WolfSSL commit 0bcd38f. Masking and

Moving paradigms are simultaneously used.

4 Study Overview

Table 2: Patch dataset collection. Opt. denotes the optimiza-

tion levels used when compiling these libraries.

Implementation Opt. Commit History Obtained Patches

OpenSSL -O3 Since May 26, 2005 74
WolfSSL -O2 Since Jan. 8, 2015 34
MbedTLS -O2 Since Nov. 14, 2012 57
Total 165

SideBench Collection.We report the patch datasets used in this
study in Table 2. We collect all side-channel patches issued over
three mainstream cryptographic libraries—WolfSSL, OpenSSL, and

5For example, commit 9d91530 in OpenSSL leverages a specialized Montgomery
ladder for binary curves to provide a specialized differential addition-and-double
implementation. This speedups prime curves.
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MbedTLS.6 To do so, we inspect their repositories on GitHub to find
side-channel patches issued since their first check-in (e.g., OpenSSL
was first checked in on 2005-05-26) until 2025.We iterate each check-
in commit and search for keywords like “side channel” and “timing
attack” in the commitmessages.We alsomanually check the patches
and their corresponding commit messages to ensure they are indeed
microarchitectural side channel fixes. For example, we screened out
OpenSSL commit 848113a and MbedTLS CVE-2019-16910, since
they mitigate the "one-and-done" side-channel attack and multi-
message sign side channel attack, respectively, which are out of the
scope of this study. At this step, we prepare over 20 keywords to
search for the patches (See Table 3). In total, we collect 165 patches
from the three cryptographic libraries.

Table 3: The used keywords to search for related patches.

Search Term Search Term Variations

side channel side-channel
constant time constant-time
timing attack cache attack

microarchitectural attack ciphertext attack
encrypted memory memory block

cache line cache bank
data masking data padding
date moving data in register
blinding cache resistant

secret-dependent branch secret-dependent memory access

We primarily study patches in cryptosystems compiled and exe-
cuted on x86-64 platforms; all cryptosystems are written in C/C++
and compiled with GCC, a common setting where side-channel
attacks are frequently reported and mitigated. Thus, to run these
patches, we write a sample program to trigger each patch, such as
ECDSA signature and verification, RSA encryption and decryption,
and ECDH key exchange. We compile all test cases into 64-bit x86
ELF binaries on Ubuntu 18.04. We use the default optimization
level for the evaluations (noted in Table 2) to emulate the common
usage of these libraries. Nevertheless, our study methodology and
SideEval itself can analyze patches in cryptosystems developed and
executed in other settings. See extensibility discussions in Sec. 8.
Caveat. SideBench should have covered all microarchitectural
side-channel vulnerabilities in those three popular libraries. Yet, it
may not be inaccurate to assume that some patches may be missed
due to the limitations of our data collection strategy. However,
we believe SideBench is representative enough for our study, as
the missed patches are likely rare and do not affect our findings
and conclusions. Furthermore, the overall study methodology and
the developed automated tool (SideEval) have provided a robust
framework for evaluating future side-channel patches.
Attributes. This study focuses on analyzing the security and per-
formance of microarchitectural side-channel patches. We target
microarchitectural side channels related to a program’s memory ac-
cess patterns, i.e., cache side channels and ciphertext side channels.
6We initially selected six of the most popular cryptographic libraries on GitHub (based
on star count): OpenSSL, LibreSSL, WolfSSL, MbedTLS, Libsodium, and Crypto++.
Using keyword searches (see Table 3 for details), we narrowed our focus to the three
libraries with the most side-channel patches. By the time of writing, the remaining
libraries had much fewer side-channel patches (LibreSSL had 1, Libsodium had 6,
and Crypto++ had 5). While this study centers on these three selected libraries, our
methodology (along with our tool, SideEval) is designed to be broadly applicable to
other cryptographic libraries as well.

Importantly, our study (and SideEval) can be easily extended to
analyze other side channels. Audiences may argue that ciphertext
side channels exist only in TEE environments, while the cache side
channels are present in nearly all contemporary cloud environ-
ments. To clarify, we deem a cryptographic library as “secure” if
it is free from microarchitectural side channels in all mainstream
scenarios; note that TEEs have been widely adopted in cloud envi-
ronments and other commercial applications (e.g., mobile devices).
As a proof, we see that the developers of cryptographic libraries
like WolfSSL have been actively patching both ciphertext and cache
side channels on their codebase. However, properly analyzing both
attributes is uneasy; see our technical solutions in Sec. 5.
Automated vs. Manual Measurement. The inherent challenges
of manual side-channel analysis, such as handling implicit secret
flows and navigating complex codebases, have long motivated the
development of automated techniques [17]. These difficulties be-
come especially apparent when assessing the security and perfor-
mance of side-channel patches. From the security aspect, developers
may lack a thorough understanding of various microarchitectural
side channels. Even experienced developers may write patches that
only mitigate partial leakages or introduce new ones via differ-
ent side channels. And from the performance aspect, manually
measuring the overhead is also challenging, if not impossible.

We thus develop SideEval, an automated tool tailored to ana-
lyze side-channel patches; details are in Sec. 5. Besides measuring
patches from SideBench, SideEval can be integrated into the de-
velopment pipeline of cryptographic libraries.7 Furthermore, SideE-
val is not specific to open-source projects; proprietary software
developers can also employ SideEval in their daily development/-
maintenance routines. Before issuing new patches, SideEval serves
as a “patch debugger” to assist developers in assessing their patches
regarding security and performance. SideEval is fully automated;
developers can configure SideEval with the patch information, and
SideEval conducts systematic analysis and reports potential issues.
Developers can accordingly fix SideEval’s findings and refine their
patches before release.
Novelty Clarification. There are some existing tools that can
analyze side-channel vulnerabilities in cryptographic software (re-
viewed in Sec. 9), although SideEval is the first to analyze side
channel patches. We present empirical comparison between SideE-
val and existing tools in Sec. 7.4. Yet, we admit that SideEval and
past tools share essential techniques like taint analysis and sym-
bolic reasoning. Overall, developing a novel tool is not our main
contribution. Instead, the main contribution is the first systematic
measurement on in-the-wild side-channel patches. Nevertheless, we
take credits for SideEval’s tailored design to speedily and compre-
hensively analyze side-channel patches. As shown in Sec. 7.4, none
of existing tools can satisfactorily analyze side-channel patches.

Moreover, we clarify that SideEval is not an attack tool; the
exploitability of its findings (e.g., whether RSA private keys can be
reconstructed via SideEval’s findings) is beyond the scope.

5 SideEval Development

We design SideEval, an automated tool for benchmarking patches
in SideBench. SideEval conducts a hybrid analysis pipeline to

7The WolfSSL team has already requested SideEval for integration and usage.
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assess a patch’s security and performance cost, offering different
analysis modes to accommodate various scenarios. As depicted
in Fig. 4, SideEval begins with scalable dynamic taint analysis to
identify all secret-related variables within a patched function. It
then switches to static taint analysis to analyze the validity of secret
information flow over the patched code. Finally, SideEval employs
rigorous static symbolic execution to analyze the patched code
against microarchitectural side-channel models and quantify the
introduced performance overhead. We provide a detailed discussion
of security/cost modeling and scalability optimizations in Sec. 6.
Analysis Units. SideEval conducts analysis on a per-patch basis.
A patch often involves changes in multiple statements. Thus, we
take a function as the analysis unit, and we analyze a patch by ana-
lyzing a sub-call graph of the patched function and its callees. With
the patch commit information, it is trivial to locate the patched
function in the codebase for analysis. Knowledgeable audiences
may argue that a security patch may involve changes in multiple
functions [40]. However, according to our observation, side chan-
nel patches in cryptographic libraries rarely involve changes in
multiple functions (all patches in SideBench change only one func-
tion). Instead, they often involve changing one and introducing
new callees or removing existing callees. This way, we believe our
definition of analysis unit is reasonable and practical.
Dynamic Taint Tracking. Once the patched function is located,
the next step is to flag all secret inputs in the patched function.
Here, we define the secret inputs as the function’s parameters, the
return values of its call sites, or memory load outputs dependent on
the secret keys. To properly decide if any of its input depends on
the secret, SideEval conducts dynamic taint analysis. SideEval’s
dynamic taint analysis relies on DataFlowSanitizer (DFSan) [37],
an LLVM-based tool that tracks information propagation across
variables and memory regions using comprehensive propagation
rules. We configure the taint analysis to treat secret keys in the
evaluated cryptographic software as taint source and instrument the
patched function’s entry point, memory loads, and call sites as taint
sink points. This allows the analysis to identify flows from secret
sources to these sink points. To run the evaluated cryptographic
software, we either use built-in test programs (shipped with the
analyzed libraries) or write simple test cases as needed.
Static Symbolic Execution. The symbolic execution module of
SideEval is built over angr [3], a popular symbolic execution engine
for binary code. All tainted variables derived from dynamic taint
analysis will be symbolized as fresh key symbol 𝑘𝑖 for symbolic
execution. We perform symbolic execution on the patched function
at the binary level, during which the constraint solver Z3 [43] is
used to check the satisfiability of each path constraint. We further
improve the symbolic execution process by automatically configur-
ing the inter-/intra-procedural analysis settings according to the
types of patches (see details in Section 6). The branch condition con-
straints and memory address constraints collected during symbolic
execution will later be used to verify compliance with side-channel
models in Sec. 6 and identify side-channel vulnerabilities. For per-
formance evaluation, we select top-K paths with the highest number
of tainted instructions to evaluate the overhead introduced by the
patch. For scalability reasons, we set the loop unrolling at most
twice. The evaluation platform is equipped with Intel core i7-12700
and 32 GB memory. The OS version is Ubuntu 18.04.

6 Modeling

6.1 Security Modeling and Analysis

To assess a patch’s security guarantee, SideEval considers both the
validity of secret information flow and several side-channel leakage
models. We now present the details of these models.
Secret Information Flow Analysis. Inspired by traditional secu-
rity information flow analysis [23], SideEval evaluates the patch’s
security by analyzing its secret information flow. Given an un-
patched function 𝐹 and its patched version 𝐹 ′, SideEval analyzes
the sub-call graphs of 𝐹 and its callee functions G, identifying a
set of taint sink statements 𝒮 . Also, 𝐹 ′ and its callee functions G′

are analyzed to identify secret propagation flows in 𝒮′. We log
a taint sink point in 𝒮 when encountering: 1) a tainted memory
read/write or 2) a tainted branch condition. A statement is tainted
if it is directly or indirectly dependent on the secret input, thus
ensuring a comprehensive information flow modeling rather than
merely data flow.

SideEval then compares two sets of taint sink statements 𝒮 and
𝒮′ to assess the security guarantee of the patch.8 In particular, it
checks if 𝒮′ ⊆ 𝒮 , indicating that 𝒮′ contains less or equal sink
statements than that of 𝒮 , and no secret propagation flow exists in
𝒮′ that is not in 𝒮 . This is intuitive, as it is presumably unlikely
that a patch will introduce extra new secret-dependent memory
accesses or branches (which likely indicate new side channels). In
case the above condition is violated, SideEval issues a warning.
Like standard compiler warnings, the outputs of SideEval pinpoint
problematic code, identify their causes (e.g., branches, memory
accesses, or ciphertext dependencies), and prompt developers to
re-examine the patch.9
Modeling — Instruction Cache Side Channels. Besides the holis-
tic secret information flow check, we analyze concrete side-channel
models. SideEval considers cache and ciphertext side channels for
this study. The secret flow analysis discovered all secret-dependent
memory accesses and control transfers on the sub-call graph G′

composed of the patched function 𝐹 ′ and its callees. Thus, we exe-
cute static symbolic execution on G′ and verify secret-dependent
branch conditions 𝐶 (𝑖) using the following constraint [14]:

𝐶 (𝑖) ≠ 𝐶 (𝑖′)
where 𝑖, 𝑖′ are two secret inputs and 𝐶 (𝑖),𝐶′ (𝑖) are the symbolic
constraints of branch conditions 𝐶 on 𝑖, 𝑖′. Standard constraint
solvers like Z3 [43] can verify this constraint. The constraint checks
if a control transfer in 𝐹 ′ (or its callees) depends on the secret. If
the constraint solver deems the condition satisfied, attackers may
use the ICache(instruction cache) side channel to infer the covered
branch and secret 𝑖[4]. SideEval then reports a warning.
Modeling — Data Cache Side Channels. Similarly, SideEval
considers the following constraint to check the security guarantee
of a patch against data cache side channels:

𝑀 (𝑖) >> 𝐿 ≠ 𝑀 (𝑖′) >> 𝐿

8Two memory/branch instructions in 𝒮,𝒮′ are deemed equivalent if they are from
the same source code line or operating on the same source variables. This can be easily
checked by compiling cryptographic code with debug symbols.
9Theoretically, it is not impossible that a patch introduces new secret propagation
flows, yet the patch is still valid. However, to our observation, this is rare. In practice,
enforcing this condition is effective to identify potential security issues in a patch, as
we will show in Sec. 7.1.
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Figure 4: The workflow of SideEval.

where 𝑖, 𝑖′ represent secret inputs and 𝑀 (𝑖), 𝑀 (𝑖′) represents the
memory address. According to standard cache line and cache bank
attacks, 𝐿 can represent the cache line size in bits (6 in current
x86 processors) or cache bank size in bits (2 as common size). The
constraint [53] determines if two secret inputs can access separate
cache units (cache line or cache bank). Attackers can use the DCache
(data cache) side channel to deduce the accessed cache line/bank
and secret input if the preceding condition is met. In that situation,
SideEval will issue a warning.
Modeling — Ciphertext Side Channles. Further to the cache
side channels checked above, SideEval considers the following con-
straint to check the security guarantee of a patch against ciphertext
side channels:

𝑊1 (𝑖1) =𝑊2 (𝑖2) ∧𝑊1 (𝑖′1) ≠𝑊2 (𝑖′2)
where [𝑖1, 𝑖2] and [𝑖′1, 𝑖

′
2] are two pairs of different secret inputs, and

𝑊1 (𝑖1),𝑊2 (𝑖2) denote the symbolic constraint of the written value
in two consecutive memory writes toward one memory address.
This constraint is from the recent work [16], and it aims to check if
two secret memory access via the same piece of secret can result
in ciphertext collisions. If so, attackers can monitor the ciphertext
changes to infer the secret input. If the above condition is decided
as “satisfied,” SideEval reports a warning to the developer.

6.2 Performance Modeling and Analysis

Assessing the overhead of side channel patches is not easy, given
that side-channel patches often influence multiple paths in a func-
tion, and certain paths are hard to trigger, e.g., only triggered when
the RSA base is a small number (2). Therefore, conventional dy-
namic profiling is not desirable in assessing the performance of
side-channel patches. On the other hand, while static instruction
count (IC) [24, 25] is not impeded by the coverage issue, it only
counts the number of assembly instructions without considering
loops, branches, and jumps [33].
Performance Metric. SideEval conducts performance analysis
with symbolic execution. Specifically, following the security anal-
ysis (Sec. 6.1), we employ symbolic execution for path discovery
on the sub-call graph G′ of the patched function 𝐹 ′ and its callee
functions. We then conduct a variant of IC on each path, which
computes the number of CPU cycles necessary for a path. The
computation is shown in Eq. 1, where 𝑝 = (𝐼𝑛𝑠𝑡1, 𝐼𝑛𝑠𝑡2, . . . , 𝐼𝑛𝑠𝑡𝑛)
is a valid path of the patch code, 𝐼𝑛𝑠𝑡𝑖 is one executed instruction,
𝑁𝑐𝑦𝑐𝑙𝑒𝑠 (𝐼𝑛𝑠𝑡𝑖 ) denotes the CPU cycles required by 𝐼𝑛𝑠𝑡𝑖 , and 𝐼𝐶 (𝑝)
denotes the total cycles required to execute the path 𝑝 .

𝐼𝐶 (𝑝) =
𝑛∑︁
𝑖=1

𝑁𝑐𝑦𝑐𝑙𝑒𝑠 (𝐼𝑛𝑠𝑡𝑖 ) (1)

For every path discovered with symbolic execution, we gather
the number of required CPU cycles. Therefore, given the sub-call
graph formed by the patched function 𝐹 ′ and its callees G′ (where
𝐹 ′ denotes the entry point of the sub-call graph), we assume that it
has 𝑛 paths, denoted as (𝑝1, 𝑝2, . . . , 𝑝𝑛). At the performance analy-
sis stage, we collect a set 𝑆 ′ = (𝐼𝐶 (𝑝1), 𝐼𝐶 (𝑝2), ..., 𝐼𝐶 (𝑝𝑛)), where
𝐼𝐶 (𝑝𝑛) denotes the IC of the 𝑛𝑡ℎ path. The IC set 𝑆 of the unpatched
function can be computed similarly.

It is not easy to compare two sets of ICs, as the number of paths in
𝑆 and 𝑆 ′ may differ. We propose heuristics by first ruling out some
paths whose associated path conditions have only a few solutions;
such paths are likely error-handling paths that are rarely executed
and their execution time can be ignored in performance evaluation.
Given the general difficulty of statically deciding the most frequent
path, we recast the problem into measuring the secret information
flow on each path, and picking𝐾 paths with the top-𝐾 highest num-
ber of tainted instructions. We view this as a reasonable heuristic,
as those paths with the highest frequency of secret propagation
are likely to be the most sensitive paths, involving the majority of
secret-dependent operations. As a reasonable setup, we set 𝐾 = 5
to use the top-5 paths for comparison, and we discuss the influence
of different 𝐾 values in Section 8. To decide an instruction’s CPU
cycles, we directly refer to the Intel manual [2].

6.3 Scalability Optimization

Following the modeling in Sec. 6.1 and Sec. 6.2, SideEval conducts
a comprehensive security and performance analysis on a patch.
Despite its effectiveness, SideEval’s analysis is expensive, given
the complexity of in-the-wild cryptographic software. To alleviate
the scalability problem, we classify patches into three types and
apply different optimization strategies to trim off the sub-call graph
in the context of a patch. Details could be found in the extended
version [1], and we show relevant evaluation in Sec. 7.4.

7 Findings

With the collected in-the-wild patches in SideBench, we aim to
answer four research questions (RQs): RQ1: How do in-the-wild
side-channel patches perform regarding security effectiveness and
introduced execution overhead? RQ2: What root causes led to the
failures of these side-channel patches? RQ3: How is the patching
capability of some emerging automated patching tools? Moreover,
to illustrate the merit of SideEval, we answer RQ4: How does
SideEval perform compared with prior relevant tools? and how
do the optimizations implemented in SideEval affect the analysis
results?
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Table 4: Evaluation results. ✕ denotes that the patch has cache/ciphertext side channels. Characteristics of insecure patches are

denoted in the Category column. Time denotes how long in months the insecure patch existed in the codebase, and ⃝ means

that it has not been fixed by the time of this study. Superscript in Commit Id means that multiple patches have been committed

in one commit history, e.g., 46a0ee8
1
and 46a0ee8

2
patched the functions _fp_exptmod and wc_ecc_mulmod, respectively.

Implementation Commit Id CVE Type

Security

Performance Category / Time (months)

Cache Side Channels Ciphertext Side Channels

OpenSSL f9b6c0b 2014-0076 ③ ✕ ✕ 1.3x C / 48
OpenSSL d6482a8 2016-0702 ① ✕ 2.7x B / ⃝
OpenSSL 99540ec 2018-0735 ① 1.4x
OpenSSL a9cfb8c 2018-0734 ② 1.1x
OpenSSL c0caa94 * ② ✕ 1.3x A / 11
OpenSSL 40e48e5 2018-5407 ③ ✕ 1.1x B / ⃝
OpenSSL 4a089bb * ② ✕ 1.6x A / 11
OpenSSL 972c87d * ① ✕ 1.3x B / ⃝
WolfSSL 9d4fb79 * ③ ✕ 1.1x A / 20
WolfSSL 46a0ee81 * ② ✕ 1.9x A / 47
WolfSSL f0db2c1 * ③ ✕ 2.1x B / 14
WolfSSL 0b2b218 2021-46744 ③ ✕ 1.3x A / ⃝
WolfSSL 0bcd38f1 * ① 1.1x
WolfSSL 4f714b9 * ③ ✕ 1.4x B / 34
WolfSSL 0bcd38f2 * ① 1.4x
WolfSSL 46a0ee82 * ② ✕ 1.1x A / ⃝
MbedTLS 1297ef3 2020-10932 ③ ✕ 1.7x B / ⃝
MbedTLS 5b0589e * ② 1.2x

7.1 RQ1

Table 4 reports the findings over in-the-wild side-channel patches.
We find that 25 out of 165 patches are insecure, and nearly all of
them incur noticeably high overhead. Due to limited space, we
report part of the data in Table 4 for discussion and list the full
analysis for each patch in the extended version [1].
Insecure Patches.We characterize insecure patches into the fol-
lowing three categories:
A) Patches with Incomplete Fixes. We find that 11 out of 25 patches
are incomplete. Incomplete fixes mean that the cache/ciphertext
side channels still exist after the fix. Nine of 11 incomplete patches
are repeatedly patched in later versions. For example, in OpenSSL,
the developer incorrectly patched the dsa_sign_setup function
(commit c0caa94), which is used to compute the DSA signature.
Developers patched the function bymitigating the secret-dependent
branches. However, the patch introduced another secret-dependent
branch, thus leading to an incomplete fix. By checking the commit
history, we find that it takes developers 11 months to realize this
and eventually fix the unsafe patch. We list the time developers
take to finally fix these incomplete patches in Table 4. As shown,
all side channel leakages listed in Table IV survived a long enough
time that they could potentially be exploited by attackers even
after patching, and some led to new CVEs. We thus believe this
finding reveals serious security flaws in the modern side channel
patch development process, especially for cryptographic software.
In contrast, SideEval can immediately identify the security issues
in the patch and thus help the developer fix the patch promptly.

Furthermore, two out of 11 incomplete patches still exist in the
codebase by the time of this study. For example, in WolfSSL, the
developer attempted to patch the _fp_exptmod_ct function using a
constant-time memory access pattern (commit 46a0ee8). However,
we find that the function is not “perfect” constant-time, in the sense
that the function may leak the secret input through residue secret-
dependent memory writes. We have reported the vulnerability
to the WolfSSL developers. They prepared a new patch promptly,

and committed to the codebase (after Ver. 5.6.3). We believe the
incomplete patches are due to the lack of systematic analysis tools
to help the developers analyze patches. Manually analyzing side-
channel patches is inherently challenging due to the complexity of
side-channel vulnerabilities.
B) Patches Introducing New Kinds of Side Channels.We find that 13
of 25 patches introduce new kinds of side channels, i.e., when
patching cache side channels, it may introduce new ciphertext side
channel leakages. Consider Fig. 6 (details in Sec. 7.2), where the de-
veloper patched the MOD_EXP_CTIME_COPY_FROM_PREBUF function
by adding constant-time operations. While this patch successfully
mitigates the cache side channel, the patched function becomes
insecure from the perspective of ciphertext side channels. The de-
velopers confirmed the finding and are preparing a new patch by
the time of writing. In practice, the developers of WolfSSL have is-
sued commits 0b2b218 and 0bcd38f to fix ciphertext side-channel
vulnerabilities introduced by patches f0db2c1 and 4f714b9. Over-
all, a number of patches can, in fact, introduce new side channels
under different microarchitectural settings, which are subtle and
hard to identify without the help of SideEval.
C) Incomplete Fixes & New Side Channels. We find that one patch
fails to fix a known side channel leakage, and also introduces a new
side channel. For example, in OpenSSL, the patch of CVE-2014-0076
implemented the constant operation of ECDSA to resist the cache
side channel attack. Nevertheless, the patch introduced the cipher-
text side channel that enables an adversary to recover all secret key
bits. Simultaneously, this patch is also incomplete, necessitating an-
other patch to fix the CVE-2018-5407 caused by the same leakage.
Developers can utilize SideEval to assess the security of patches in
terms of multiple side-channel modelings, and promptly eliminate
side-channel vulnerabilities.
Performance Overhead. All analyzed patches have noticeable
performance overhead, which is expected, as all side-channel patch
paradigms introduce extra operations to obfuscate the attacker’s
observations to varying extents. For example, the constant-time
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paradigm always adds redundant instructions to mitigate secret-
dependent memory accesses, and the blinding paradigm strives to
blind secret-dependent values using random masks. These extra
operations lead to performance overheads. More than that, patched
functions studied in this work are often involved in extensively
executed loops (such as the iterative table lookup operations in
RSA). These functions account for a significant portion of the pro-
gram execution. The large number of loops allows these functions
to incur substantial side channels that the attacker can observe.
Similarly, ill-optimized patches in these functions are expected to
cause significant observable performance degradation.

More interestingly, we find that the performance overheads vary
significantly across different patches. In other words, we can iden-
tify inefficient fixes by cross-comparing the patched functions in
different libraries. For example, in OpenSSL, the developer patched
the modular exponentiation function in a rather verbose way, lead-
ing to a 2.7x performance overhead. In contrast, the same code
patterns in WolfSSL are patched more efficiently, leading to only
1.1x performance overhead (more details in Sec. 7.2). In sum, we
show that SideEval can identify “ill-optimized” patches (which ex-
ist in in-the-wild production cryptographic libraries like OpenSSL).
It delineates the potential performance overheads of patches and
thus helps developers optimize the patches more efficiently.

Answer to RQ1: A considerable number of side-channel
patches are insecure or have overly significant performance
penalties, even though they are issued by experienced crypto-
graphic developers. This illustrates the commonness of side-
channel patching errors, the significant challenge of writing
side-channel patches, and the necessity of systematically mea-
suring these patches.

7.2 RQ2

We examine each instance of unsafe patches and elaborate on the
underlying causes for their security deficiencies. Simultaneously,
we examine those ill-optimized patches to comprehend the factors
contributing to the variations in performance overhead. We aim to
provide concrete, actionable items for developers to avoid these pit-
falls. Following, we summarize several suggestions for developers
to write quality and secure side channel patches, where SideEval
can be used as an automated tool to speed up this process.
Suggestion 1: When patching the cache side-channel vulnerabili-

ties, developers should comprehensively consider different patterns,

including secret-dependent branches and memory reads/writes. De-

velopers can leverage SideEval to check if all vulnerable patterns are

considered and patched.

Fig. 5 depicts a patch with dangling security flaws in WolfSSL.
Function _fp_exptmod_ct executes the Montgomery ladder-based
modular exponentiation. The variable y in this function denotes
one bit of the private key, and it was found that the value of y (0 or
1) can be readily observed by attackers using cache side channels
in unpatched versions [61]. The developers implemented constant-
time memory reads in line 9 to mitigate the leakage disclosure of y.
However, SideEval revealed that in line 6, the cache side channel
remains as R2 writes either R0 or R1 based on the value of y. Con-
sequently, the attacker retains the ability to completely reconstruct
the entire private key. The patch was implemented in September

2016, and the vulnerability has persisted in the WolfSSL repository
for a duration of seven years. We reported the vulnerability to the
developers, and they confirmed the finding. A new patch has been
committed after being systematically analyzed using SideEval. For
more details on our communication with the developers, please see
Appendix A. We list general steps and guidelines for future research
to effectively collaborate with cryptographic software developers
when analyzing side-channel patches.

1. 
2. 
3. 
4.  
5.  
6.
7. 
8. 
9. 
10.
11.
12.
13.
14. 

static int _fp_exptmod_ct(fp_int * G, fp_int * X, int  
                                digits,  fp_int * P, fp_int * Y) {
   ...
   for (;;) {
     ...
     fp_copy(&R[2], (fp_int*) ( ((wc_ptr_t)&R[0] & wc_off_on_addr[y]) + 
((wc_ptr_t)&R[1] &  wc_off_on_addr[y^1]) ) );
     // secret-dependent memory write
     fp_copy((fp_int*) ( ((wc_ptr_t)&R[0] & wc_off_on_addr[y^1]) +
                        ((wc_ptr_t)&R[1] & wc_off_on_addr[y]) ),
            &R[2]);
     err = fp_sqr(&R[2], &R[2]);
      ...  }
}

                                               

Figure 5: An unsafe patch for _fp_exptmod_ct in WolfSSL.

Suggestion 2:When patching one microarchitectural side-channel

vulnerability, developers should take account of other microarchitec-

tural side channels, since the modified code may introduce another

side-channel vulnerability, and even expand the leakage surface.

Fig. 6 reports an unsafe patch in OpenSSL. As OpenSSL uses fixed
window-based modular exponentiation, the function MOD_EXP_-
CTIME_COPY_FROM_PREBUF looks up the pre-computed table to ob-
tain the corresponding exponentiation. The argument idx corre-
sponds to several bits (usually 5 on 64-bit x86 platforms) of the
private key. In the unpatched version (lines 1–9), variable b is writ-
ten directly through querying the lookup table, which results in
a cache side-channel vulnerability in line 7. Developers deployed
a patch (lines 11–21) to eradicate the cache side channel. In this
patch, rather than using a straight query, a circular process is im-
plemented to read all the components of the lookup table for each
idx. Then, variable acc is assigned conditionally, meaning that acc
will be written multiple times, and each time when it is written,
the value will change or remain unchanged. SideEval shows that
the patch indeed causes a ciphertext side channel vulnerability. We
reported this vulnerable patch and got it confirmed by developers.
Quantitative Analysis. To assess the leakage of patches, we an-
alyze the above cache side channel and ciphertext side channel
from a quantitative standpoint. In the unpatched program, each
element in table buf is 4 bytes, and idx is 5 bits long. Thus, the basic
unit of buf (buf[0]...buf[31]) is 128 bytes, which spans two cache
lines. When a memory read buf[idx] happens, the attacker can
observe that one among two cache lines is accessed, thus reducing
the search space by half. Nevertheless, after patching, for each idx,
the cycle (lines 16–18) will be executed 32 times, and only when
idx equals j, acc is assigned with table[j]. At this point, cipher-
text changes can be observed. Subsequently, attackers can infer
the value in idx, using ciphertext collision attacks [35] and then
recover the entire key. Overall, with quantitative assessment, we
show that the patch failed to eliminate different microarchitectural
side channels and expanded the secret leakage surface.
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1. 
2. 
3. 
4.
5.   
6.
7. 
8. 
9. 
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

 static int MOD_EXP_CTIME_COPY_FROM_PREBUF(BIGNUM *b, int top, 
                   unsigned char *buf, int idx, int width) {
    ...
    for (i = 0, j = idx; i < top * sizeof b->d[0]; i++, 
       j += width) {  
    // write the pre-computed value to b directly
         ((unsigned char *)b->d)[i] = buf[j];
    ...}
 }
   
  static int MOD_EXP_CTIME_COPY_FROM_PREBUF(BIGNUM *b, int top, 
                   unsigned char *buf, int idx, int window) {
    ...
    for (int i = 0; i < top; i++, table += width) {
      BN_ULONG acc = 0; // temporary variable storing bignumber   
      for (j = 0; j < width; j++) {    // conditional assign
        acc |= table[j] & ((BN_ULONG)0 - 
                       (constant_time_eq_int(j,idx)&1));}
      b->d[i] = acc;  }  // write the pre-computed value to b
    ...
  }
                                                            Figure 6: An unsafe patch for the table lookup in OpenSSL.

Suggestion 3:When patching ciphertext side channels, developers

should place secret data into different addresses with the consideration

of calling context. Since such a patching paradigm is hard (requiring

inter-procedural analysis), we suggest developers use automated tools

like SideEval to assist in patch development.

Our observation shows that ciphertext side channels are hard to
fix in practice. The code snippet of a patch for WolfSSL that was
issued to mitigate ciphertext side channels is illustrated in Fig. 7.
The function ecc_mulmod performs scalar multiplication using the
Montgomery ladder algorithm. In contrast to the unpatched ver-
sion, the patch uses data masking (line 5) and data moving (line 6)
to fix ciphertext side channels. For data masking, it increments the
variable swap during each iteration to ensure that the same cipher-
text is never observed. For data moving, it duplicates the output
of the conditional swap to distinct memory addresses. SideEval
reports no defect in the data masking operations, as the value of
swap changes for each iteration. However, SideEval flags the data
moving operations as vulnerable because after conducting inter-
procedural analysis, it is found that the callee functions invoked
at line 11 and line 13 exclusively modify one of the two swapped
variables. When the unchanged variable is returned to its original
location, attackers can observe the same ciphertext and thus infer
the relation of swap at the 𝑖𝑡ℎ and (𝑖 + 1)𝑡ℎ iteration. We reported
the vulnerability to the developers, and they confirmed the finding.
A new patch has been committed recently.
Suggestion 4: Developers can cross-compare different patch imple-

mentations (in different libraries) to assess their patch efficiency.

With SideEval, we compare patch implementations across differ-
ent cryptographic libraries. Here, we present and compare the mod-
ular exponentiation operations in OpenSSL and WolfSSL: OpenSSL
uses the fixedwindow-basedmodular exponentiation (Fig. 6), whereas
WolfSSL uses the Montgomery ladder-based version (Fig. 5).

While both patches aim to achieve constant-time operations,
their performance overheads differ. Fixed window-based modular
exponentiation aims to mitigate the secret-dependent table lookup.
This means that for each query, all entries in the table must be
read and written redundantly to the intermediate variable (line 17
in Fig. 6), resulting in a 2.7x performance load. Nevertheless, in
WolfSSL, the constant-time operation is implemented by selectively

static int ecc_mulmod(const mp_int* k, ...) {  
  ...
  for(i = 1,j = 0,cnt = 0; (err == MP_OKEY) && (i < t); i++) {
    ...
    swap += (kt->dp[j] >> cnt) + 2;  // obtain bits from exponent 
    ecc_cond_swap_into_ct(R[(2-set)+0], R[(2-set)+1)],      
             R[set+0],  R[set+1], modulus->used, swap);
    set = 2 - set;  // change to operate on set copied into
    // ensure 'swap' changes to a previously unseen value
    swap += (kt->dp[j] >> cnt) + swap; 
    ecc_projective_dbl_point_safe(R[set+0],     
                     R[set+0], a, modulus, mp);  
    ecc_projective_add_point_safe(R[set+0],                                     
           R[set+1], R[set+0], a, modulus, mp, &infinity) }
   ...             
 }
                                                            

1. 
2. 
3. 
4.
5. 
6.
7. 
8. 
9. 
10.
11.
12.
13.
14.
15.
16.

Figure 7: An incomplete patch for ecc_mulmod in WolfSSL.

accessing either R0 or R1 (line 9 in Fig. 5), which merely introduces
an extra & computation, causing a moderate overhead of 1.1x.

Answer to RQ2: Ensuring secure patching is challenging ow-
ing to the developers’ erroneous assessment of various code
patterns and the incorrect usage of patching schemes. The
constant-time paradigms for cache side channels also give rise
to ciphertext side channels, largely increasing the complexity
of comprehensively patching vulnerabilities. Besides, different
patching methods can result in significant variations in perfor-
mance overhead. We provide several suggestions for developers
on how to write high-quality and secure patches.

7.3 RQ3

Besides collecting and analyzing those in-the-wild side-channel
patches, the community has been designing automated tools to
generate side-channel patches. When expecting these tools to help
developers automatically fix side-channel vulnerabilities, we were
curious about the security guarantee and performance of patches
generated by these tools. We conduct measurement study over
two recent automated patch generation tools, Constantine [13] and
Cipherfix [59]. Constantine is a compiler-based system that auto-
matically hardens programs against cache side channels, where
secret-dependent control and data flows are linearized. Cipherfix
defends against ciphertext side channels by masking secret data
with random values, ensuring ciphertext observations remain un-
predictable. We used Constantine and Cipherfix to generate patches
for ten vulnerable functions (see Table 8 and Table 9 in Appendix B
for details). We then assess the security and performance of these
patches using SideEval, with the results summarized in Table 5.

While Constantine successfully mitigated cache side channels,
our findings reveal that it introduced ciphertext side channels in
some cases when ensuring constant-time operations (similar to
the patterns discussed in “Suggestion 2” of Sec. 7.2). This leads to
5 insecure patches, indicating that Constantine’s patching rules
lack systematic modeling for different side channel types. Cipherfix
generated 3 insecure patches due to its incomplete information flow
analysis. Moreover, Cipherfix’s data masking approach imposes an
average 4.5× performance penalty, while alternative strategies (e.g.,
data moving) cause minimal overheads (e.g., 1.1× overhead in the
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WolfSSL patch of commit 0bcd38f). This suggests that data moving
is a more efficient solution for fixing ciphertext side channels. In
sum, we believe findings derived from this work provide guidance
for improving automated patching tools, helping enhance both the
security and performance of generated side-channel patches.

Table 5: Assessing automatically generated patches by Con-

stantine and Cipherfix.

Constantine Cipherfix

(Cache) (Ciphertext)
Insecurity Patches 5/10 3/10
Average Perf. 1.4x 4.5x

Moreover, given the recent success of large language models
(LLMs) in comprehending complex code and generating patches
for vulnerabilities [31, 46, 50, 62], we also evaluate LLMs’ ability to
patch side-channel vulnerabilities. We provide the configurations
and prompts in the extended version [1]. Fig. 8 shows the patch snip-
pet generated by GPT-4 when patching function wc_ecc_mulmod
in WolfSSL 2.9.4. Compared with the unpatched version (see the
extended version [1]), we find that the secret-dependent branch is
correctly eliminated. Nevertheless, the LLM-created patch mistak-
enly uses a secret-dependent memory read, thus leading to a new
cache side channel. Furthermore, we tentatively explored using
LLMs to automatically generate patches for all 165 investigated
cases. The results indicated that 63 of the generated patches incur
compilation errors, preventing them from being applied directly.
Additionally, 52 vulnerabilities were effectively resolved, while
50 cases remained vulnerable. Notably, among the 52 successful
patches generated by GPT-4, 50 were for vulnerabilities disclosed
and fixed before December 2023 (GPT-4’s knowledge cutoff date),
suggesting potential memorization rather than true patching. These
findings highlight LLMs’ limitations in vulnerability patching, rein-
forcing the need for SideEval. We leave it as future work to guide
LLMs in patching zero-day vulnerabilities and expect a significant
improvement when using more powerful LLMs in the future.

Answer to RQ3: Implementing automated side-channel patch-
ing tools still faces many challenges. We advocate the commu-
nity to use SideEval with those tools to measure the quality of
their generated patches.

7.4 RQ4

Efficiency of SideEval. To compare the detectability and ef-
ficiency with prior relevant tools10, we run seven representative
cache side channel detectors, CacheD [53], Abacus [10], CaType [27],
CacheS [52], CacheAudit [17], MicroWalk [58], CacheQL [65], and
one latest ciphertext side channel detector, CipherH [16], to ana-
lyze all 25 insecure patches found by SideEval. These 25 insecure
patches contain 12 cache side channels and 14 ciphertext side chan-
nels (note that patch f9b6c0b in OpenSSL contains both cache and
ciphertext side channels). Both Abacus and CacheD conduct sym-
bolic execution towards an execution trace documented by Intel
Pin, while Abacus is geared for analysis speed. CaType employs
refinement types on a trace to track constant bit values. CacheAudit
10SideEval is the first tool for side-channel patch security verification, while other
tools aim to locate side-channel vulnerabilities in the cryptographic libraries.

int wc_ecc_mulmod(mp_int* k, ecc_point *G...) {  
  ...
  for(;;){
     ...
     if (--bitcnt == 0) {
        if (digidx == -1) {
             break; }
         buf    = get_digit(k, digidx);
         bitcnt = (int) DIGIT_BIT;
         --digidx;
      }  // grab the next msb from the ltiplicand
      i = (int)(buf >> (DIGIT_BIT - 1)) & 1;
      ...
      // lines 7 and 10 are executed for both i == 0 and i == 1
     if (err == MP_OKAY)
       err = ecc_projective_add_point(M[0], M[1], M[2], modulus,
                                                  &mp);
     if (err == MP_OKAY)
       err = ecc_projective_dbl_point(M[1], M[2], modulus, &mp);
     // lines 13 and 16 are secret-dependent memory reads
     if (err == MP_OKAY)
       err = ecc_projective_add_point(M[0], M[1], M[i^1], modulus,                    
                                                  &mp);
     if (err == MP_OKAY)
       err = ecc_projective_dbl_point(M[i], M[i], modulus, &mp);
      ...}
 }
                                                            

1. 
2. 
3. 
4.
5. 
6.
7. 
8. 
9. 
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
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23.
24.
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26.
27.

Figure 8: The code snippet of a patch generated by GPT-4
for function wc_ecc_mulmod in WolfSSL 2.9.4. Although the

secret-dependent branch is correctly eliminated, the patch

mistakenly uses a secret-dependent memory read.

and CacheS conduct static abstract interpretation over program
call graphs. MicroWalk and CacheQL use mutual information to
assess statistical correlations between secrets and memory accesses,
therefore revealing cache side channels. CipherH uses (inter/intra-)
symbolic execution and constraint solving to identify ciphertext
side channels. Table 6 reports the results.

Table 6: Detectability and efficiency comparison with prior

relevant tools. Time means the average time in minutes to

analyze a patch.

Cache Ciphertext Performance Time (min)

CacheD 6 ✕ ✕ 164.9
Abacus 8 ✕ ✕ 89.7
CaType 8 ✕ ✕ 158.4
CacheS failed ✕ ✕ failed
CacheAudit failed ✕ ✕ failed
MicroWalk 9 ✕ ✕ 17.5
CacheQL 8 ✕ ✕ 43.7
CipherH ✕ 9 ✕ 205.4
SideBench 12 14 2.3

Since all the related tools perform program-wide analysis rather
than target a developer-specified patch point, they takemuch longer
than SideEval for each patch. Meanwhile, none of them support the
performance analysis of patches. Abacus, CacheD and CaType all
launch trace-based symbolic execution over a tainted trace, which
means they will inevitably miss some paths and, therefore, find
fewer insecure patches. Moreover, production cryptosystems fre-
quently involve hundreds of caller/callee functions on an execu-
tion trace, which accumulates symbolic formulas and increases
formula sizes during analysis, making constraint solving more time-
consuming. Nevertheless, SideEval conducts symbolic execution
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from the entry of the patched function and chooses the inter-/intra-
procedural analysis approach based on patch types, resulting in
significant time savings for the analysis process.

CacheAudit and CacheS perform static abstract interpretation
over a cryptographic library’s call graph, which is inherently com-
plex and less scalable. Moreover, when running CacheAudit and
CacheS in these test patches, we see that they fail to support some
instructions. With further exploration, we find new abstract op-
erators must be defined in line with these instructions, which is
challenging on our end (to define those operators properly and
prove the soundness). We mark them as failed in Table 6.

MicroWalk and CacheQL locates cache side channels by feeding
different secret inputs to execute programs and observing mem-
ory accesses. Although they have made a significant improvement
in analytical time compared to prior methods (e.g., CacheD and
Abacus), they still need to analyze a lot more irrelevant functions
than SideEval. More importantly, some paths are hard to trigger
by the inputs of MicroWalk, e.g., only triggered when the RSA base
is a small number (2), thus causing fewer insecure reports. On the
other hand, CipherH uses pattern-based inter-procedural analysis
to improve scalability. However, insecure patches that are out of its
considered patterns are overlooked, resulting in false negatives.
Effectiveness of Optimizations. We also study the effectiveness
of optimizations implemented in SideEval (Sec. 6.3). Recall that
we put patches into three categories and propose optimizations for
each category; this is particularly designed to speed up the heavy-
weight static symbolic execution phase. We randomly selected two
patch instances for each patch type to evaluate the effectiveness of
the proposed optimizations. The results are reported in Table 7.

Table 7: Evaluation for the effectiveness of optimizations.

“#callee” reports the number of callee functions that need to

be analyzed for symbolic execution (security/performance).

“time” denotes the duration for analysis. “failed” means that

symbolic execution cannot finish in 30 minutes. ✕ denotes

insecure patch. The last four rows denote statistics without

optimizations.

WolfSSL OpenSSL OpenSSL WolfSSL OpenSSL MbedTLS

(0bcd38f) (99540ec) (a9cfb8c) (46a0ee8) (f9b6c0b) (2ddec43)

type ① ① ② ② ③ ③

#callee 0/0 0/0 0/4 0/2 1/2 2/2
security ✕ ✕

performance 1.1x 1.4x 1.1x 1.9x 1.3x 1.2x
time 79s 473s 182s 167s 125s 211s
#callee 10/10 25/25 9/9 11/11 5/5 13/13
security failed ✕ failed
performance 1.1x failed 1.2x 1.9x failed 1.2x
time 389s failed 423s 814s failed 975s

Patch WolfSSL-0bcd38f (type ①) benefits from SideEval’s op-
timization, which skips all its callee functions. Without this op-
timization, SideEval would need to analyze ten callee functions,
increasing the analysis time significantly (from 79s to 389s, i.e.,
nearly five times longer). Similarly, for patch OpenSSL-99540ec, dis-
abling optimizations prevents the analysis from completing within
the 30-minute time budget due to the complexity of analyzing all
25 callee functions.

For patch OpenSSL-a9cfb8c (type ②), SideEval skips all its callee
functions in the security analysis but analyzes only four modified

callee functions in performance analysis. This optimization reduces
the total analysis time from 423s to 182s while ensuring accuracy.
In case of WolfSSL-46a0ee8, optimizations cut analysis time from
814s to 167s when identifying a specific vulnerability.

For patch OpenSSL-f9b6c0b (type ③), SideEval (with optimiza-
tions enabled) uncovers a security issue by analyzing only one
newly introduced function in the security analysis. However, with-
out optimizations, the analysis times out (exceeding 30 minutes)
due to the overhead of handling five callee functions. Overall, we
show that these optimizations enable the detection of a greater
number of vulnerable patches in a reasonable time.

Answer to RQ4: Previous tools have substantially longer anal-
ysis time (or failed) and provide less thorough findings for patch
assessment, since they and SideEval have distinct design con-
siderations (whole-program analysis vs. patch-point analysis).
Moreover, they are incapable of supporting performance anal-
ysis and can only identify a single kind of side channel. Also,
studies show that the optimizations implemented in SideEval
effectively improve efficiency. It helps uncover more vulner-
abilities when analyzing side-channel patches in production
cryptographic libraries under a given resource budget.

8 Discussion

Performance Measurement via Static Methods. Conventional
dynamic performance profiling typically targets specific platforms
to measure the program execution time. Nevertheless, the imple-
mentation of various optimization techniques by different pro-
cessors, such as branch prediction and out-of-order execution,
would have an impact on the actual runtime and analysis out-
comes. Instead, we design SideEval to gather instructions and
conducts performance analysis using symbolic execution, which is
platform-independent and can generally adapt to changes in instruc-
tions and performance variations. Also, symbolic execution-based
performance analysis can effectively trigger patch-modified code
fragments. For example, commit 0bcd38f fixes the function _fp_-
exptmod_base_2 (inlined in fp_exptmod). The code modification
is hard to trigger, making dynamic profiling challenging to assess
the patch overhead. SideEval, through static path exploration, can
cover the patched path and assess performance thoroughly. Also,
SideEval delivers more detailed performance analysis results com-
paring to standard static IC, as explained in Sec. 6.2.
Extensibility. Our dataset SideBench can be extended with more
data samples with different considerations. Analysis target-wise,
we currently measure in-the-wild patches issued in cryptographic
libraries. However, side-channel attacks can also be exploited in
other domains, such as machine learning systems [65, 66]. Never-
theless, we notice that side-channel patches are not timely issued
in these domains (e.g., to patch side channels in libjpeg). As dis-
closed in a relevant study [66], patching side channels in those
domains often incur significant performance overhead. Looking
ahead, we envision measure patches in those domains and help
create efficient patches.
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Modeling-wise, the current measurement focuses on modeling
the general security information flow and two representative mi-
croarchitectural side channels (Sec. 6.1). Nevertheless, we can ex-
tend SideEval to measure other side channels, as long as proper
side-channel modelings are provided, e.g., power side channels [42].

Implementation-wise, while our measurement is primarily con-
ducted towards C/C++ implementations of cryptographic algo-
rithms, we notice a growing trend of developing cryptographic
software using high-level languages, such as Python, Java, and
JavaScript [48]. Packages in npm are vulnerable to side-channel at-
tacks and have been gradually patched in recent years [60]. We envi-
sion extending SideEval to measure side-channel patches issued in
these languages. While the security and performance modeling can
be reused, the underlying taint and symbolic analysis facilities need
to be re-implemented, e.g., using popular engines like Soot [51].
Correctness and Comparison with Prior Patch Analyzers. Un-
like functional patches that often add extra functional code to the
original codebase, side-channel patches should not alter the original
functionality of the codebase. Thus, it is feasible to check the cor-
rectness of side-channel patches by performing symbolic execution
and asserting that no inputs can result in different outputs in the
patched and original code. A representative work to detect the pro-
gram’s intended functionality is SPIDER [40]. We used SPIDER for
the correctness check and found that all the analyzed side-channel
patches are functionally correct. Nevertheless, we clarify that pre-
vious research, like SPIDER, has an orthogonal focus and cannot
support analyzing side channel defects and performance, as we have
proposed in this paper. In all, we believe “functionality correctness”
is rather explicit and can be achieved by experienced developers.
Nevertheless, security and performance are often more subtle and
hard for developers to assert. Thus, we believe the current measure-
ment focus is valuable and novel.
𝐾 in Performance Analysis.We set the default value of 𝐾 to 5, as
it consistently captures repaired paths across all analyzed patches.
To validate this choice, we tested three additional configurations
(𝐾 = 6, 7, and 8). The results, detailed in the extended paper [1],
show negligible differences across different 𝐾 values. Specifically,
148 out of 165 analyzed patches yield identical results (rounded to
one decimal place) regardless of 𝐾 , while the remaining 17 patches
exhibit performance deviations within 14%. This justifies our ex-
perimental configuration (𝐾 = 5). Meanwhile, SideEval allows
developers to adjust 𝐾 for domain-specific needs if required.
Disclosure and Future CVEs. We responsibly disclosed all iden-
tified vulnerabilities to the affected library developers. This has
already led to WolfSSL integrating two patches into their codebase,
and we are actively collaborating with the OpenSSL and MbedTLS
teams to address reported issues. As a measurement study, this
research prioritized patch analysis and vulnerability assessment
over exploit development. Consequently, our findings do not di-
rectly result in CVEs, as generating the requisite Proof-of-Concept
(PoC) exploits was beyond the scope of this work and the current
capability of SideEval. Nevertheless, the identified vulnerabilities
have significant practical and security implications, regardless of
CVE status or the challenges of automated exploitation, and these
identified zero-day vulnerabilities can likely lead to new CVEs once
PoC exploits are constructed.

9 Related Work

Software Side Channel Detection.While side channel attacks
can severely tamper computer system security by stealthily leaking
secret information from victim processes, some works aim to detect
potential leakage sites in advance. CacheD [53] leverages symbolic
execution and constraint solving to detect potential cache differ-
ences that cache side channel attacks may observe. CacheS [52] uses
abstract interpretation to reason on program states with respect to
abstract value statically. Abacus [10] tries to precisely quantify the
leaked information in a single-trace attack with symbolic execution.
CaSym [14] identifies side channels and provides sufficient infor-
mation on where and how to mitigate them through preloading
and pinning. CaType [27] analyzes cache side channels in crypto
software using refinement type over x86 assembly code with cache
layouts of potential vulnerable control-flow branches rather than
cache states. CacheQL [65] quantifies side-channel leaks in produc-
tion cryptographic and media software with mutual information
and localizes the leak points in software with Shapley value. Cih-
perH [16] mixes dynamic taint analysis and static symbolic execu-
tion to summarize symbolic constraints for secret-dependent store
instructions and identify the existence of ciphertext side channels
in cryptographic software.
Patch Analysis. Previous automated patch analysis work focused
on analyzing security patches, i.e., patches fixing security vulnera-
bilities [47, 49, 54–56], and safe patches, i.e., patches that preserve
application functionality [39, 40]. For example, GraphSPD detected
security patches with Graph-based enriched code semantics [54].
Tian et al. [49] employed textual characteristics to detect security
patches in Linux. Soto et al. [47] performed an extensive investiga-
tion on Java security patches and offered insights into automatic
code repair within Java programs. However, they are unable to
analyze the security of side-channel patches in cryptographic li-
braries, as they all lack modeling of side-channel vulnerabilities.
SPIDER [40] and SPATCH [39] assess the safety of patches rather
than the security, guaranteeing that downstream developers utilize
these portable patches to ensure software supply chain security.
As shown in Sec. 8, these works are orthogonal to ours, and the
analysis results cannot provide side-channel security guarantees.
Li et al. [34] conducted a comprehensive patch security analysis
and proposed several general insights for enhancing the patching
process. Nevertheless, their analysis process necessitates a substan-
tial quantity of manual intervention and lacks automated tools to
evaluate the security of newly committed patches.

10 Conclusion

Wehave presented the first systematicmeasurement on side-channel
patches issued in production cryptographic libraries. We present a
novel dataset, SideBench, that contains all side-channel patches
issued in three mainstream cryptographic libraries, OpenSSL, Wolf-
SSL, and MbedTLS. We also present SideEval, a scalable tool to
facilitate automated patch measurement. Our study uncovers sev-
eral insightful findings and subtle pitfalls, and provides guidelines
for developers to write high-quality patches. Developers can inte-
grate SideEval into their daily development workflow.
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A Communication with Developers

Figure A outlines our communication process with developers.
Specifically, when SideEval detects a side-channel security issue
within a patch, the relevant details are communicated via email
to the developers (①). Typically, developers acknowledge the re-
port and propose a candidate fix (②). This revised patch is then
re-evaluated using SideEval. If vulnerabilities are identified during
re-evaluation, another report is dispatched to the developers. Con-
versely, if the patch passes validation, we confirm its security to
the developers (③). Following this confirmation, developers usually
proceed to commit the verified patch to the official code reposi-
tory (④). In parallel with this process, the workflow continues by
evaluating the subsequent patches from SideBench (⑤).
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Figure 9: Communication with developers of cryptographic

software.

B Assessment of generated patches

Table 8: The security and performance of patches generated

by Constantine. ✕ denotes insecure patches.

Library Function Security Performance

OpenSSL-5b820d7 ec_wNAF_mul ✕ 1.2x
OpenSSL-56a98c3 bn_cmp_words 1.1x
OpenSSL-5b820d7 ossl_ecdsa_sign_sig 1.3x
OpenSSL-3c5a61d BN_num_bits_word ✕ 1.6x
WolfSSL-1f78297 ecc_mulmod ✕ 1.8x
WolfSSL-e87ded8 array_add 1.3x
WolfSSL-2a22179 _fp_exptmod ✕ 1.7x
MbedTLS-96449ce ecp_gen_privkey_mx 1.4x
MbedTLS-22589f0 mbedtls_mpi_cmp_mp ✕ 1.2x
MbedTLS-15f2b3e mbedtls_mpi_read_binary 1.3x

Table 9: security and performance of patches generated by

Cipherfix. ✕ denotes insecure patches.

Library Function Security Performance

OpenSSL-40e48e5 ec_mul_consttime 3.5x
OpenSSL-972c87d BN_num_bits_word ✕ 4.7x
OpenSSL-22aa4a3 DH_compute_key 5.2x
OpenSSL-8b44198 BN_num_bits 4.3x
OpenSSL-f9b6c0b ec_GF2m_montgomery ✕ 5.1x
WolfSSL-f0db2c1 ecc_mulmod 6.2x
WolfSSL-4f714b9 _fp_exptmod ✕ 1.4x
WolfSSL-0b2b218 ecc_mulmod 5.3x
MbedTLS-1297ef3 mbedtls_mpi_exp_mod 4.6x
MbedTLS-ee6abce mbedtls_mpi_cmp_mpi_ct 5.1x

https://github.com/wolfSSL/wolfssl/commit/46a0ee8e690913a41a10f3c296cfab8345500218
https://github.com/wolfSSL/wolfssl/commit/46a0ee8e690913a41a10f3c296cfab8345500218
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